
Intuition – Shared Human Text Distribution among Detectors
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Adversarial Paraphrasing at iteration 𝒊 

<System>: You are a rephraser. Given any input text, 
you are supposed to rephrase the text…
<User>: Bielsa, 60, a former Argentine and Chile 
boss, resigned from French club Marseille…
<Assistant>: 60-year-old

iteration 𝒊 
<System>: You are a rephraser. Given any input text, 
you are supposed to rephrase the text…
<User>: Bielsa, 60, a former Argentine and Chile 
boss, resigned from French club Marseille…
<Assistant>: 60-year-old man

iteration 𝒊 + 𝟏 
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• Simple paraphrasing has been shown as an effective evasion method 
for evading AI generated text detection. But recent work shows that 
some advanced detectors show greater resilience to such attacks.

• Is it possible to develop a universal attack that can consistently and 
effectively bypass these robust AI-generated text detectors with 
transferability to a wide variety of other detection systems?

Motivation and Introduction

• Adversarial paraphrasing shifts the ROC curves closer to, and sometimes even beyond 
that of a random detector, resulting in a lower AUC and a significant drop in T@1%F.

• Notably, RADAR—a detector adversarially trained to be robust to paraphrasing 
attacks—exhibits improved detection rates after baseline simple and recursive 
paraphrasing attacks. However, adversarial paraphrasing significantly reduces 
RADAR’s detection.

Main Results

Effectiveness

Universality

• Adversarial 
paraphrasing guided 
by one detector can 
reduce the detection 
rates of all the other 
detectors we 
consider, showing 
the universal 
transferability of our 
method.

We conduct a comprehensive evaluation to investigate the impact of 
adversarial paraphrasing on the perceived quality of AI-generated text, 
focusing on both semantic equivalence to the original text and clarity, fluency, 
and naturalness of the text itself.

• Though we observe a slight tradeoff in the text quality when compared to 
simple paraphrasing, in 87% of the times—averaged across all three 
datasets and four guidance detectors—adversarial paraphrases were rated 
4 or 5 out of 5.

• Simple paraphrases win only less than half of the time in most cases.

Text Quality Evaluation

Perplexity

SBERT Embedding Similarity

GPT Quality Rating & Win Rates

• Human text exhibits higher PPL than AI texts.
• Simple paraphrasing substantially decrease AI 

text PPL. (May be attributed to the fact that 
the paraphraser model is superior to the LLMs 
used to generate the AI texts)

• Adversarial paraphrasing yield comparable PPL 
to human texts.

• Although there is a slight reduction in the 
mean cosine similarity for adversarial 
paraphrasing, the values remain within an 
acceptable range given the high variance 
observed across samples.

• We introduce Adversarial Paraphrasing, a training-free, universal, and 
transferable attack that humanizes AI-generated text.

• We demonstrate the attack’s effectiveness and transferability across 8 
different SOTA AI text detectors spanning 3 types，

• We evaluate the trade-off between attack success and the resulting 
text quality and show that our attacks can significantly reduce 
detection rates when compared to prior evasion attacks with only a 
slight or no degradation in the text quality.
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